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Challenges for Today’s Service Providers

EnterpriseService Provider

New Services
Automated Tools
Simple Deployment
Scalability
Connectivity Options

Security Policies
Audit & Reporting
Many Vendors
“Use My VPN”

Conflict

Cooperation
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The Access Security Gateway Suite

Management

Access & Control

Authentication

ASG Guardian
Single Sign-On Policy Management 
& Administration Software

ASG Defender & ASG Guard II

Disposable Multi-Factor 
Authentication Tokens (DES / 3DES / AES)

Soft Tokens

Access, Control & Audit Appliances
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SSG and ASG

SSG
Avaya remote access and 
management solution via the 
internet
Connects Avaya Global Services 
and EXPERT Systems to 
customer systems for remote 
monitoring and diagnostics
Works with Avaya 
communication systems

ASG
Avaya remote access and 
management solution for out of 
band access
Connects Avaya Global 
Services, EXPERT Systems, 
and service providers to 
customer systems for remote 
monitoring and diagnostics
Works with Avaya and            
non-Avaya communication and 
IT systems
Supported Connectivity: IP, 
HTTP(S), Remote Desktop, 
Secure Dial-Up, Broadband, 
SSL, SFTP, Console Port



© 2006 Avaya Inc. All rights reserved.

5

Architecture

NOC

ASG GuardianASG Guardian

Internal Staff

SSH/HTTPS

SSH/HTTPS

Remote Location or Branch Office

SSH/IPSec

S8x00

S8x00

INTUITY

PC 
Anywhere

Call 
Recording

CMS

ASG DefenderASG Defender

SSH

Serial

Vendors & Service Providers

SSH/HTTPS

Avaya / INADS Alarms

PSTN

Secure
Modem 
Access

Initialization and Administration System (INADS) Alarms
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ASG Defender Appliance Features

Buffer Box
• CDR/Traffic Data Capture
• Critical file backup

Fault Manager
• SNMP Trap Proxy
• Monitors alarms
• Manages alarms
• Reports alarms

Console Server
• Serial Concentrator
• 2, 4, or 8 Serial Ports
• IP Gateway
• 30 IP Devices

Security
• Two-Factor Authentication 
• Granular Access Provision 
• Firewall
• AES Encryption

Encryption
• SSH
• IPSec
• 3DES
• AES

ASG DefenderASG Defender

Coming Soon

• ISDN-BRI

• EVDO

• SnapNAT™
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ASG Guardian
Centralized, server-based administration management application

– Enables customers to simplify access management for administration
– Provides central-sign on for technician access to devices
– Provides central collection and storage for logs, alarms from devices

Access management capabilities
– Enables granular assignment of permissions for technician access
– Supports complex assignment of roles for multiple technicians, departments and 

vendors
– Provides ability to instantly grant or revoke permissions network-wide

Technician access controls
– Technicians not provided with Phone #, IP Address, or credentials for managed 

devices
– Eliminates shared credentials, password management, and unauthorized 

access to devices
– All accesses logged, recorded* and stored for later analysis

Device Management
– Simplifies upgrade and maintenance of large ASG installations
– Flexible scripting automates regular maintenance tasks (password changes)
– Enables proactive notification of equipment problems
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ASG Guardian SCREEN SHOTS
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ASG Guardian Screen Shots

Comprehensive administrative functionality for policy definition and enforcement
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Case Study: Financial Institution

Client: Multi-national financial institution
Challenge: Service Provider and customer technicians 
required routine access to a variety of Avaya systems for 
troubleshooting and maintenance. Bank was required to 
maintain an audit trail of all network access and activities by 
third parties. 
Solution: ASG Defenders, deployed at select bank 
locations, provided secure access to Avaya systems and 
recorded sessions, including individual keystrokes. These 
session recordings were then downloaded to a centralized 
server. 
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Case Study: Avaya Reseller

Client: Avaya Reseller
Challenge: Avaya Reseller needed to deliver remote 
services via IP and OOB. To meet security requirements, 
the customer insisted on a VPN. However, integrating the 
customer’s VPN was difficult and left the service providers 
network vulnerable.
Solution: ASG Defenders, deployed at select bank 
locations, provided secure access to Avaya systems and 
recorded sessions, including individual keystrokes. These 
session recordings were then downloaded to a centralized 
server.  ASG Guardian provided a simple way to control 
technician access and simplify the connectivity into 
customer’s networks.
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Service Providers Enterprise Clients Government

Over 60,000 deployments in 35+ countries

Danish
Foreign
Ministry

http://newvisioncommunications.com/index.php
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When You Need ASG | When to Call Us

Customer has security objections
Delivering service over IP or OOB connections
Delivering remote services to mix of legacy and non-legacy 
equipment
Delivering remote services and need multiple connectivity 
options
Delivering remote services to mix of Avaya and non-Avaya 
equipment
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Wrap Up

More Information
http://www.ion-networks.com/avaya
Questions
Next Steps

http://www.ion-networks.com/avaya
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Key Contacts

Steve Scrace
+ 44 (0) 118 9482107

sscrace@ion-networks.com

Henry Gold
ION Networks

+ 1 (908) 546-3907
hgold@ion-networks.com

mailto:sscrace@ion-networks.com
mailto:hgold@ion-networks.com
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