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Technical Situation:

Administering ASG Guard I1/ASG Defenderfor Modular Messaging (MM) R2.0, R3.0,
R3.1 and Message Networking (MN) so they will work with the service tool
sconnect2

Technical Information:

Here are the things that need to be done to ASG Guard 1I/ASG Defender so MM and MN can work with
the service tool sconnect2. After these are done you can use the sconnect? tool to dial into all the MM
servers (MAS, MSS) or MN server

1% The technician needs to program the ASG Guard 11/ASG Defender to add the MM or MN servers to
the Avaya IP devices table they should look some thing like the picture below.
1. The “Avaya IP addr” is the RAS\VPN\SIP IP address from Maestro that is given to each server
during registration.
2. The “IP address Ports” are the IP address and ports assigned by the corporate network. The
ports added do need to be (3389,80,443,21,22,5022)
2" The Technician needs to program the MSS, MAS or MN to alarm via SNMP not INADS.
1. For the MSS go to Basic\Alarm Administration
a. Change “Alarm origination” from INADS to SNMP and populate the
ASG_Guard_II/ASG Defender IP address under the network management station and
make the SNMP community (context) as Public
2. Also go to Basic\SNMP Administration\SNMP NMS Administration for Alarms\add
a. Populate the IP address of the ASG Guard II/ASG Defender and the community as
public
3. For the MAS go to Voice mail system configuration and under the serviceability tab.
a. Change the “Send alarm using” From INADS to SNMP. Make sure you have the
correct product ID in the “Product Identifier” field.
b. Go to the SNMP tab and program the IP address of the ASG Guard II/ASG Defender
in the “ Network Management Station” and the Context (community) as Public
3" The Technician needs to call INADS and have all the solution elements port1 on the password page
changed to be the same as the ASG Guard II/ASG Defender portl number.
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This is an example picture of the programming of the ASG Guard 11/ ASG Defender.
You run the command “laip” (to list Avaya IP) to see the data.

Run “caip" (to Change an Avaya IP)

Run “aaip” (to add an Avaya IP)

Run “xaip” (to delete an Avaya IP)

Note: the MN would look like the MSS.

09/21/2005 12:32:43 4385 {1} [T1:70] Display Networking Services
5015031746>laip

--- List Avaya IP Devices ---

Name Avaya IP Addr  IP Address Ports

1 H1000175987 10.1.55.99 192.223.49.19 5023,80,443,21,22,5022
SSH Avaya 8710-A

2 H1000175998 10.1.55.101 192.223.49.20 5023,80,443,21,22,5022
SSH Avaya 8710-B

3 PMDMAS1 10.27.55.5 192.223.49.3 3389,80,443,21,22,5022
SSH Avaya MASL1

4 PMDMAS?2 10.27.55.7 192.223.49.4 3389,80,443,21,22,5022
SSH Avaya MAS2

5 PMDMAS3 10.27.55.11 192.223.49.5 3389,80,443,21,22,5022
SSH Avaya MAS3

6 PMDMSS1 10.27.55.13 192.223.49.2 3389,80,443,21,22,5022
SSH Avaya mssl

This is a picture of the etc hosts file in the MSS that is connecting to the ASG Guard I1/ASG Defender.
Note: The corporate IP addresses that are highlighted.

pmdmss% cat /etc/hosts

# Do not remove the following line, or various programs
# that require network functionality will fail.
127.0.0.1 localhost.localdomain localhost
192.223.49.3 pmdmasl.Imsw.com pmdmasl
192.168.1.250 masl pmdmasl.Imsw.local
192.223.49.4 pmdmas2.Imsw.com pmdmas2
192.168.1.249 mas2 pmdmas2.Imsw.local
192.223.49.5 pmdmas3.Imsw.com pmdmas3
192.168.1.248 mas3 pmdmas3.Imsw.local
192.223.49.2 pmdmss.Imsw.com pmdmss
192.168.1.1 mssl
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This is a picture of the Maestro MAS solution element page.
Note: The RAS\VPN\SIP IP address that needs populated in the ASG Guard 1I/ASG Defender. In this
case the IP address is 10.27.55.5

Maestro System - [Solution Element for FL: LOCKHEED MARTIN AERDNAUTICS COMPANY] ==

=18

MESSAGING APPLICATION SERVER

LOCKHEED
0005031746 LOCKHEED MARTIM AEROMAUTICS COMPANY

fodrec o PECrma ol
| 5

45404324

09/16/2005 031501
09/20/2005 13:19:47
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This is a picture of the Maestro MSS solution element page.
Note: The RAS\VPN\SIP IP address that needs populated in the ASG Guard 1I/ASG Defender. In this
case the IP address is

Maestro System - [Solution Element for FL: LOCKHEED MARTIN AERDNAUTICS COMPANY] ==

=18

MESSAGE STORAGE SERVER

LOCKHEED
0005031746 LOCKHEED MARTIM AEROMAUTICS COMPANY

fodrec o PECrma ol
| 5

45404324

0971642005 09:33:25
0972172005 09:46:44
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This is a picture of the Maestro MSS solution element Password page.
Note: The portl number is the same as the ASG Guard I1/ ASG Defender.

Maestro System - [Solution Element for FL: LOCKHEED MARTIN AERDNAUTICS COMPANY]

whkwd?Og7

14 35cfB8
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This is a picture of the Maestro MSS solution element Alarm page.
Note: The Alarm ID should be what is programmed on the MSS Product ID.

Maestro System - [Solution Element for FL: LOCKHEED MARTIN AERDNAUTICS COMPANY]

T34_MAIN 03,/21,/2005 12:46:06

—

03/16/2005 03:34 16

09/21/2005 10:46:06
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This is a picture of the MSS Alarm Management page.
Note: The Alarm ID, SNMP, IP for Network Management Station, SNMP community.

-'a.nlarm Management - Microsoft Internet Explorer =]
J File Edt Wiew Favorites Tools  Help

Jeﬁack -© - u @ .Jj|;) Search ‘f;\\?Favnrites A redia 62

J address I@ https: 110,27 .55, 13 cswebadm/basic/cgi-binfalarmman. pl

7

i JEH 3

j Go “Llnks 1

AVAyA Avaya™ Modular Messaging

Server Name: pmdmss.lmsw.com

Alarm Management

Statug

Product ID: [2000016B56

Alarm Origination: | SNMP 'l

Alarm Level: [MINOR

Alarm Suppression: | INACTIVE 'I
Clear Alarm Netification: [ACTIVE 'l
INADS Destination: |150055353573 Network Management Station |192.223.49.11

SNMP Community {Context): Ipub\ic

Acknowledgement Type: Iretum trap 'I
Feturn to kMain | Save | Help |
|@ ’_|_|—é_|‘j Local intranet i
Updated: .
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This is a picture of the MSS SNMP NMS Administration for Alarms.
Note: The IP for Network Management, SNMP community

3 SNMP NMS Administration for Alarms - Microsoft Internet Explorer

Jﬁile Edit Wiew Favorites Tools Help

Jeﬁack -© - D @ .J]LQ Search *Favnrites A redia 62

RLEBJE 3

J address IE https:)f10.27.55. 13fcswebadmibasic cgi-binjsnmp_trap_admin.pl

j Go “Llnks 1

AVAyA Avaya™ Modular Messaging

Server Name: pmdmss.lmsw.com

SNMP NMS Administration for Alarms

Minimum Severity to Send : |[Minor Alarm 'I
Alartn Suppression ;| Inactive =

IIP Address or Host Mame | Com.munityj
192.223.49.11

| public

Back Feturn to Main | Savel Add Change Deletel Help

|@ Done ’_ ’_ ré_ |\j Local intranst il
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This is a picture of the Maestro MAS solution element Password page.
Note: The portl number is the same as the ASG Guard I1/ ASG Defender.

Maestro System - [Solution Element for FL: LOCKHEED MARTIN AERDNAUTICS COMPANY]

agBtelOk

-
——

Updated:
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This is a picture of the Maestro MAS solution element Alarm page.
Note: The Alarm ID should be what is programmed on the MAS Product ID.

Maestro System - [Solution Element for FL: LOCKHEED MARTIN AERDNAUTICS COMPANY]

T34_MAIN 03,/21/2005 10:58:42

e

03/16/2005 03:20.40

09/21/2005 08:52:43
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This is a picture of the MAS Voice Mail system Configuration.
Note: The Serviceability icon. This is the domain one not the severer one.

V: Yoice Mail System Configuration - BUBDNIC -10j:

File Edit Tools Help

-y Voice Mail Domains

Eﬁ‘g MM2voice
----- @ Telephone User Interface
----- @ Auto Attendant
----- % CallMe
----- Message Waiting Indicator

Fax

[jl---:}_"j Security
[y PERs
@ Languages
----- e} Audin Encoding
% Messaging
----- 5 3y
----- l_* Licensing
[]—-- Message Application Servers
-\@ Tracing System

Updated:
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This is a picture of the MAS Serviceability.
Note: Send alarms using, and Product Identifier

Serviceability - Yoice Mail Domain

General I SNMF'l

Send alarms uging: I SHIP j

[ Suppress alam notifications

v Send notification when all alarms are clearad

Send alarm at thiz level or -
higher: I Minar j

Product idenitifier; |2UDDD1 BEE0

YWhen stopping the MAS zervice:
™ Wit for ports to become idle
€ Wit indefinitely

£ "/ ait for [minutes] |1 0 3:

* Stop straight away

k. I Cancel Help

Updated:
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This is a picture of the MAS Serviceability.
Note: The IP for Network Management Station, Context (community)

Serviceability - Yoice Mail Domain x|

General SMHMF

M etwark, b anagemert Station: |'|5'2-223-45'-'|'I Browse |

Carntext [community]: IDUhﬁC

Acknowledgement type: I Return trap j

k. I Cancel Help

Here is what you will see on the ASG Guard 11/ ASG Defender log during a successful alarm origination
test.
Run the command “Ih” (list history)

09/21/2005 09:56:39 84CB {1} [] Event/:#SENDALL TRPTMP35

09/21/2005 09:56:39 9B61 {1} [] Action PHONTRAP taken

09/21/2005 09:56:40 8BF9 {1} [M2:39] PHONTRAP:

09/21/2005 09:57:16 8CB7 {1} [M2:39] Alarm Acknowledged: TRPTMP35 so 2
09/21/2005 09:57:18 1806 {I} [M2:39] Event/:. ACKTRAP TRPTMP35
09/21/2005 09:57:18 ADDE {1} [M2:39] Action XMLACK taken

09/21/2005 09:57:19 595C {1} [M2:39] Reported: . ACKTRAP TRPTMP35
09/21/2005 09:57:32 0515 {1} [M2:39] Modem Idle

The Command “dis” will disconnect you from the ASG Guard I1/ ASG Defender

Updated:
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Contact your Authorized Service Provider for additional support. Depending
on coverage entitlements, charges might be incurred. Support is provided as
per warranty or service contract terms unless otherwise specified.

Avaya Contact List:

Avaya Support Contact Telephone Number
U.S. Remote Technical Services - 800-242-2121
Enterprise
U.S. Remote Technical Services — 800-628-2888
Small Medium Enterprise
U.S. Remote Technical Services — 877-295-0099
BusinessPartners for Enterprise
Product
BusinessPartners for Small Medium Please contact your Distributor
Product
Canada 800-387-4268
Caribbean and Latin America 786-331-0860
Europe, Middle East and Africa 36-1238-8334
Asia Pacific 65-6872-8686

Disclaimer: ALL INFORMATION IS BELIEVED TO BE CORRECT AT THE TIME OF
PUBLICATION AND IS PROVIDED "AS IS". AVAYA INC., ON BEHALF OF ITSELF AND
ITS SUBSIDIARIES AND AFFILIATES (HEREINAFTER COLLECTIVELY REFERRED TO AS
“AVAYA”), DISCLAIMS ALL WARRANTIES, EITHER EXPRESS OR IMPLIED, INCLUDING
THE WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE AND FURTHERMORE, AVAYA MAKES NO REPRESENTATIONS OR
WARRANTIES THAT THE STEPS RECOMMENDED WILL ELIMINATE SECURITY OR
VIRUS THREATS TO CUSTOMERS’ SYSTEMS. IN NO EVENT SHALL AVAYA BE LIABLE
FOR ANY DAMAGES WHATSOEVER ARISING OUT OF OR IN CONNECTION WITH THE
INFORMATION OR RECOMMENDED ACTIONS PROVIDED HEREIN, INCLUDING
DIRECT, INDIRECT, CONSEQUENTIAL DAMAGES, LOSS OF BUSINESS PROFITS OR
SPECIAL DAMAGES, EVEN IF AVAYA HAS BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES.

THE INFORMATION PROVIDED HERE DOES NOT AFFECT THE SUPPORT AGREEMENTS
IN PLACE FOR AVAYA PRODUCTS. SUPPORT FOR AVAYA PRODUCTS CONTINUES TO
BE EXECUTED AS PER EXISTING AGREEMENTS WITH AVAYA.

© 2004 Avaya Inc. All Rights Reserved. All trademarks identified by the ® or ™ are
registered trademarks or trademarks, respectively, of Avaya Inc. All other
trademarks are the property of their respective owners.
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