’ON ION Secure Modem

Each year, companies install
thousands of unsecured modems to
remotely access critical network
devices. These dial-up connections
create access points from which
sensitive information and data can
be easily compromised or destroyed.
The ION Secure Modem is the most
cost-effective way to secure and manage
these connections.

The ION Secure Modem reflects ION
Network’s continued leadership in
providing secure administrative solutions
to Service Providers, Enterprises and
Government agencies. ION’s Secure
Modem features multi-factor authen-
tication, comprehensive audit trails
and a simple, inexpensive secure
deployment model. Its advanced
functions address the security and
deployment concerns inherent in
managing devices via remote dial-up.

DEVICE serial

ION SM110 Secure Modem

Security embedded 3DES Two-Factor Authentication eliminates

passwords

Accountability audit trail of all access and activity

Protection tamper proof activity log and anti-hacking features
Monitoring alarm generation on loss of equipment connection,
power interruption or excessive authentication failures
Control temporary shutdown on attempted security breach
Management eliminates the cost of managing passwords

Unparalleled Dial-up Security

Technical professionals and administrators who use modems for remote access
to network devices, no longer find passwords acceptable due to the ease in
which they can be compromised, shared, lost or broken. 10N’s Secure Modem
eliminates the use of static passwords, replacing them with a challenge/response
system that uses the 3DES algorithm to provide essentially an unbreakable
authentication system. Rendering protected systems virtually impenetrable by
unauthorized individuals, the ION Secure Modem also offers increased security
and improved compliance with corporate security policies while eliminating
the cost of maintaining extensive password lists.

Sophisticated Monitoring and Control

Today’s voice and data network devices require dial-up connections to permit
installation and ongoing maintenance to be performed. Proactively monitoring
these connections ensures an increase in uptime while providing 24/7 security.
The ION Secure Modem provides alarming on disconnection to attached device
and attempted security breaches.

Extensive Audit Trail

The ION Secure Modem provides an audit trail of access to connected devices,
including detailed forensic data of all activities such as “break in” attempts,
log-ins and administrative access.
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AVAILABILITY

When combined with PRIISMS, I0N’s
centralized management and control
application, the ION Secure Modem
meets today’s most stringent corpo-
rate security policies for secure
administrative access.

ION

NETWORKS

The Secure Modem is shipped “secure by default,” which eliminates the
need to configure the modem prior to providing secure connectivity, mini-
mizing deployment costs and time. Automated remote configuration and
administration further reduces the cost of deployment and management of
large numbers of modems

Centralized Management multiple modems at multiple sites can be
centrally managed through PRIISMS

Simplified Configuration user security credentials and site specific
and Setup settings can be configured automatically
Single Sign-On easy access to multiple devices through single

sign-on and point-and-click access
Device Management graphical user interface speeds installation

Secure By Default pre-configured from factory, no set-up required

Global Approvals
One modem for worldwide use. Localization kits are
available for country-specific installations

Standards

Data: V.90, & enhanced V.34 Error Correction: V.42
Data Compression: V.44, MNP® Class 5; V.42bis
Connectors

RJ-11 (Telco) & DB25 (Serial)

Serial Operation

Async up to 230.4K bps

Physical Description & Operating Environment
4.3"wx1"hx5.7"d; 8oz

(109cmx25cmx145cm; 22790 A U0 N h
32-120°F (0-50C°); 20-90% noncondensing \
Power: 110/220 VAC 50/60Hz
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FCC Parts 15B & 68; UL 1950; CE Mark { (.5 4.0 3 8B 8 8 ©
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